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INTRODUCTION  

Written for Africa’s telecommunications regulatory 
authorities, this report sets out the case for a sandbox 
approach for the regulation of information and 
communications technologies (ICT). It proposes 
a framework that could be adapted to the needs 
of specific countries to support a national digital 
connectivity agenda, as well as wider, sustainable 
development goals.

A regulatory sandbox is a regulatory approach that 
allows live, time-bound testing of innovations under 
a regulator’s oversight. Novel telecoms products, 
technologies, and business models can be tested 
under a set of rules, supervision requirements, and 
appropriate safeguards.

The time is right for telecommunications regulatory 
authorities on the African continent to consider a 
fresh approach to the regulatory frameworks that 
govern ICT. The rapid pace of innovation in this sector, 
growth of emerging technologies and increased 
demand for digital services from all sectors of the 
economy, amplified by the Covid-19 pandemic, has 
left traditional ‘top down’ ways of regulating out of 
step with this new landscape. With an abundance 
of niche technologies from new entrants, and new 
and enhanced services from traditional players, that 
offer the opportunity to provide more inclusive and 
affordable connectivity, ICT is evolving at a much 
faster pace than regulation.

For Africa to take full advantage of emerging 
technologies, the African Telecommunications Union 
(ATU) Task Group on Emerging Technologies has 
recommended that African administrations should 
“review their national ICT policies, broadband strategy 
and digital economy strategy to incorporate…needs 
for technological development as well as review 
and modernize existing regulations to adapt to new 
technological developments including the elimination 
of regulations that have outlived their original 
purpose, or that create unnecessary burdens which 
negatively impact deployment and adoption1”. 

Better connectivity will help African economies 
take advantage of the cloud, high performance 
computing, artificial intelligence and other potentially 
transformative digital technologies. Such technologies 
can drive socially inclusive and environmentally 
sustainable economic development. The UN’s 2030 
Agenda for Sustainable Development recognizes that 
the spread of ICT and global interconnectedness will 
accelerate human progress, bridge the digital divide 
and develop knowledge societies. The UN’s Global 
Sustainable Development Report (GSDR) 2019 noted 
that “a key enabler of sustainable development in the 
coming years will be the digital revolution, constituted 
by ongoing advances in artificial intelligence, 
connectivity, digitization of information, additive 
manufacturing, virtual reality, machine learning, 
blockchains, robotics, quantum computing and 
synthetic biology.” At a more fundamental level, digital 
connectivity can also reduce the need to travel, 
enabling people to fulfil tasks and conduct meetings 
remotely, rather than having to drive or fly.

Today, up to 72% of people in sub-Saharan Africa 
are not online2, limiting their ability to participate in 
the growing digital economy and to adapt to the 
restrictions on movement arising from the COVID-19 
pandemic. Some communities don’t have any kind 
of network coverage (a challenge known as the 
coverage gap). But there is also a major usage gap 
where network is available, but it is unaffordable. 
Emerging technologies that enable usage of 
Television White Spaces (TVWS) and shared access 
of International Mobile Telecommunications (IMT) 
spectrum, which is suitable for mobile broadband 
networks, can help address these gaps.

A regulatory sandbox is a framework that allows 
licensees and innovators to market test new products, 
services, or solutions under a more relaxed regulatory 
environment, complemented by a well-defined space 
and duration arranged and agreed upon with the 
regulator3. Regulatory sandboxes provide greater 
transparency and replicability and are most relevant 

1  https://www.atuuat.africa/2020/12/29/atu-work-on-spectrum-recommendations-to-promote-innovative-wi-fi-wigig-connectivity-solutions-in-africa/ 
2 GSMA, The Mobile Economy Sub-Saharan Africa 2021
3  Guide for Launching Regulatory Sandboxes for Innovative Finance: https://www.euneighbours.eu/sites/default/files/publications/2020-12/MED%20MSMEs%20

Programme%20-%20Regulatory%20Sandbox%20Guide%20-%20Nov.%202020.pdf 

https://www.atuuat.africa/2020/12/29/atu-work-on-spectrum-recommendations-to-promote-innovative-wi-fi-wigig-connectivity-solutions-in-africa/
https://www.euneighbours.eu/sites/default/files/publications/2020-12/MED%20MSMEs%20Programme%20-%20Regulatory%20Sandbox%20Guide%20-%20Nov.%202020.pdf
https://www.euneighbours.eu/sites/default/files/publications/2020-12/MED%20MSMEs%20Programme%20-%20Regulatory%20Sandbox%20Guide%20-%20Nov.%202020.pdf


03    A proposed regulatory sandbox framework for Africa: Introduction 

to markets with good supervisory capacity and a 
high level of active, potential non-licensed players. 
This however does not exclude the licensed industry 
players seeking to expand their product and service 
offering as we see traditional telecommunications 
evolving with digital technologies. 

To create a balance between digital inclusion and 
consumer protection, regulators can showcase 
their willingness to engage with participants and 
consumers by leveraging regulatory sandboxes. 
Additionally, regulatory sandboxes offer a faster 
route to market and a clearer understanding of 
the challenges that both regulators and sandbox 
participants must overcome. 

By definition, a regulatory sandbox is a framework 
and a regime set up by the regulator that provides a 
secured and safe environment for innovative solutions 
to be developed and tested against rules and 
regulations in a live environment with real consumers 
without the need of immediately incurring all normal 
regulatory consequences. It enhances collaboration 
between regulatory authorities and industry by 
increasing the role of the regulator to nurture and 
support innovation in sectors that are typically heavily 
regulated. 

A regulatory sandbox framework is designed to strike 
a balance between actualizing the potential benefits 
and addressing the possible risks that arise with 
the deployment of innovations and technological 
advancements. The COVID-19 pandemic has 
heightened the need for such a framework. ICT and 
digital technologies are enabling new business 
models and ways of working, studying, and delivering 
essential services, including healthcare. Beyond 
this period of rapid change, these advances could 
enable digital technologies to become more 
accessible, inclusive and affordable, boosting socio-
economic activity and helping close the digital divide. 
However, with such unprecedented uptake of digital 
technologies comes associated risks concerning 
cybersecurity, privacy, regulatory compliance, and 
usability of the technological advancements. 

Regulatory sandboxes, as widely used in the 
fintech sector, offer a safe space to create new 
technological solutions and related regulation. They 
offer an opportunity for regulators and innovators 
to interact in regulatory spaces that can minimize 
the risks associated with the rapid development of 
innovative and potentially disruptive technologies. 
They encourage the market and entrepreneurs 
to create new technologies and solutions, while 
ensuring regulation is fit for the future and open to 
innovation. They allow businesses, innovators, and 
even individual users to test innovative products, 
services, and solutions in the market under a more 
relaxed regulatory environment, complemented by 
well-defined space and time boundaries agreed 
with the regulator. Sandboxes can provide greater 
transparency and replicability.  

Regulatory sandboxes are most relevant to markets 
with a good supervisory capacity and a high level of 
potential players (non-licensed and licensed) looking 
to test innovative products and services. Regulatory 
sandboxes provide regulators with an opportunity 
to flag their willingness to engage with industry 
participants and consumers, and create a balance 
between digital inclusion, consumer protection and 
the growth of the digital economy. They can offer a 
faster route to market because multiple regulatory 
stakeholders are actively involved in the process, 
generating a clearer understanding of the challenges 
that both regulators and sandbox participants must 
overcome to enable the technology to thrive.

INNOVATION TESTBEDS AND REGULATORY 
SANDBOXES DISTINGUISHED

The literature on innovation testbeds and regulatory 
sandboxes does not consistently define these terms. 

The Organisation for Economic Co-operation and 
Development (OECD) classifies testbeds as “testing 
environments (or test beds), where new technology 
developments can be tested in controlled but near 
to real-world conditions.” Examples given include a 
testbed programme introduced by the UK’s National 
Health Service (NHS) in 2016 in partnership with 
industry to allow testing of new innovations and new 
approaches to service delivery facilitated by digital 
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4  Digital Innovation: Seizing Policy Opportunities | READ online (oecd-ilibrary.org)
5 Regulatory Sandboxes and Innovation Testbeds: A Look at International Experience in Latin America and the Caribbean | Publications (iadb.org)

technologies, with the aim of making successful 
innovations available to the NHS and care providers 
around the country. The OECD distinguishes these 
from regulatory sandboxes, which provide waivers 
from regulation, allow companies to trial new products 
and allow regulators to learn as well. They are said 
to “help identify and better respond to regulatory 
breaches and enhance regulatory flexibility” 4. 

The Inter-American Development Bank refers to 
testbeds as programmes that provide access to 
physical or virtual environments in which companies 
or the public sector stakeholders can test, develop, 
and introduce new products, services, processes, 
organizational solutions and business models. They 
consider that innovation testbeds tend to be led by 
one executive agency, require heavy investment in 
setting up new or improved virtual infrastructure and 
have a strong R&D element 5.

https://read.oecd-ilibrary.org/science-and-technology/digital-innovation_a298dc87-en#page86
https://publications.iadb.org/publications/english/document/Regulatory-Sandboxes-and-Innovation-Testbeds-A-Look-at-International-Experience-in-Latin-America-and-the-Caribbean.pdf
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1.1 REGULATORY CHALLENGES  
FACED BY ICT INNOVATORS
PIP conducted an online survey of twenty-five (25) 
ICT innovators based in South Africa, Nigeria, Kenya, 
Malawi and Botswana to explore how regulators 
across several sub-Saharan Africa countries deal 
with innovation and the impact of their actions on 
entrepreneurs. The survey covered two thematic areas, 
namely law, regulation and innovation, and barriers 
to innovation, among other challenges. From the 
findings of the survey, we were able to infer that those 
entrepreneurs are faced with a number of challenges.

The conclusions of this survey are deductive: we have 
drawn aggregate decisions, without reference to 
any company or individual respondents. The survey 
revealed an underlying refrain that policymakers and 
regulatory authorities can pose a barrier to innovation: 
regulation can be unnecessarily burdensome or 
slow to adapt. At the same time, regulation can also 
act as a driver of innovation by providing important 
preconditions, such as general frameworks for finance 
and funding, intellectual property rights, and ground 
rules for competition and consumer protection.

The majority of respondents, more than 60%, felt that 
the “pacing problem” created by barriers in regulation, 
which they need to surmount, pose a major 
hinderance to technological advances.

The respondents welcomed the concept of a 
regulatory sandbox. However, the survey found 
that more than 80% of the respondents have no 
knowledge of regulatory sandboxes in operation in 
their country. The specific question was: Are there any 
ICT regulatory sandboxes currently operating in your 
country?

This question’s objective was to ascertain respondents’ 
knowledge, in terms of:

•   A regulatory sandbox is a regulatory approach, 
typically summarized in writing and published, that 
allows live, time-bound testing of innovations under 
a regulator’s oversight. Novel products, technologies, 
and business models can be tested under a set of 
rules, supervision requirements, and appropriate 
safeguards. 

•   A sandbox creates a conducive and contained 
space where incumbents and challengers can 
experiment with innovations at the edge or even 
outside of the existing regulatory framework. 

•   A regulatory sandbox brings the cost of innovation 
down, reduces barriers to entry, and allows 
regulators to collect important insights before 
deciding if further regulatory action is necessary 
and, if so, the proper scope of any regulation.

•   A successful test may result in several outcomes, 
including full-fledged or tailored authorization of the 
innovation, changes in regulation, or a cease-and-
desist order.

More than 90% of the respondents reported regulatory 
barriers that seem to hinder ICT innovation in their 
jurisdictions.

The sampled countries of sub-Saharan Africa also 
reported that there was a high proclivity, more than 
95%, in regard to the nature and speed of digital 
transformation and innovation. 

Half of the respondents reported significant 
administrative delays from regulators in processing 
applications for testing of innovation, thus reinforcing 
the need for regulatory sandboxes and innovation 
testbeds as mechanisms to enable emerging 
innovations in sectors that were traditionally heavily 
regulated, such as telecommunications. 

The survey explored the application of regulatory 
sandboxes and innovation testbeds as mechanisms, 
either driven by or developed with the support 
of regulators. It considered key aspects of their 
implementation, governance, support mechanisms, 
and impact, in terms of the challenges to get 
approval of new innovations in their jurisdiction.

The survey highlighted some important lessons from 
Nigeria, Kenya, Malawi, Botswana and South Africa, on 
how agile and experimental approaches to regulation 
could be considered as part of the innovation 
policy mix, and how innovation agencies can play a 
fundamental role in implementing such initiatives.
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The survey also found that regulation can be seen 
as a driver of innovation by providing important 
preconditions, such as a general framework 
for finance and funding, and ground rules for 
competition. These conditions provide the stability 

needed for investment and planning when it comes 
to innovation activities. Further, regulations can act 
as a push factor, catalyzing innovation through the 
definition of new standards and the promotion of 
modern techniques and procedures. In fact, ICT 
regulations can stimulate compliance innovation and 
lead to the creation of new markets.

Entrepreneurs in South Africa report that the 
current regulatory framework on new digital 
technologies and services is stifling innovation. 
In response, policymakers are examining 
different measures to provide clear, flexible, and 
objectively applied rules that avoid hindering 
progress and better keep pace with technological 
developments. They are considering light-touch 
and experimental regulatory models to use 
spectrum, license new technologies, and facilitate 
universal access to ICT.

The business community in South Africa expects 
IoT/M2M applications to grow rapidly, leading to 
a massive up-surge in connectivity requirements. 
Mobile networks are not optimised to handle 
billions of small intermittent transactions generated 
by M2M connections. Alternative technologies, 
such as dynamic spectrum access (DSA)-
enabled M2M wide area networks, have emerged. 
However, existing spectrum management policies 
and technical regulations have not changed 
to accommodate the new technologies. There 
has been a vacuum in techno-regulatory policy, 
hampering the effective adoption of DSA-enabled 
WAN technologies in South Africa6.
 
Fintech regulatory sandbox

A regulatory sandbox has already been 
implemented in the South African fintech industry. 
This model could be transferred to assist in the ICT 
sector where there is no regulatory sandbox present. 

Centbee’s Minit Money Project was the first 
participant of the Intergovernmental Fintech 
Working Group (IFWG) Regulatory Sandbox Pilot 

CASE STUDY – SOUTH AFRICA

programme. This initiative opened the door for 
one of South Africa’s most innovative blockchain 
businesses to make its mark on digital asset regulation 
in the country. The programme enabled Centbee 
to launch its bitcoin cash wallet to market late in 
2018, allowing users to send bitcoin cash directly to 
their phone contacts. Centbee – and more than 50 
other fintech firms – had applied for inclusion in the 
sandbox. However, only six were ultimately accepted.

The literature posits that “… Without a clear 
regulatory framework, companies can expose 
themselves to undue risk – frequently hindering 
progress. With regulatory sandboxes, businesses like 
Centbee get the opportunity to understand the 
perspective of the regulator and the perspective 
from which they are looking at these emerging 
technologies. With a better understanding of 
the guiding principles of the regulation, plus 
the opportunity to help develop the regulator’s 
interpretation of largely nascent technologies, there 
are real positives to be gained from both sides7.”

Key lessons from South Africa

1. An agile and experimental approach to 
regulation should be considered as part of the 
innovation policy mix in the country. 

2. The multi-sectoral nature of some innovations 
requires coordinated action by actors and 
regulators.

3. Regulators should remain neutral, at arm’s 
length from the private sector, so that 
innovation agencies can play a fundamental 
role in implementing these types of initiatives.

4. A dedicated program to encourage innovation 
within regulatory agencies should be 
considered.

6 Financial sector regulatory sandboxes: Let’s go to the beach, by Christiaan Harmse, of Dommisse Attorneys Inc.
7  Hall, G. and Bitcoin Association 2021. Minit Money joins IFWG regulatory sandbox - Bitcoin Association: https://bitcoinassociation.net/centbees-minit-money-joins-south-

africas-ifwg-regulatory-sandbox/ Date of Access: 15 Dec. 2021.

https://bitcoinassociation.net/centbees-minit-money-joins-south-africas-ifwg-regulatory-sandbox/
https://bitcoinassociation.net/centbees-minit-money-joins-south-africas-ifwg-regulatory-sandbox/
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8 Empower Africa:  https://www.empowerafrica.com/regulatory-sandboxes-in-africa/ 
9 Source: https://www.itu.int/en/ITU-D/Regulatory-Market/Pages/Policy-&-Regulatory-Frameworks.aspx

1.2 A CASE FOR THE  
REGULATORY SANDBOX 
As highlighted above, regulatory sandboxes are tools 
used to address some critical shortcomings of the 
mainstream regulation, which is more a consequence 
of the speed of digital innovation than of slow 
regulatory evolution. In the interest of consumer 
protection and bridging the digital divide, regulators 
are increasingly adopting regulatory sandboxes. 
Empower Africa has highlighted five key areas where 
regulatory sandboxes play an important role8:

•   Facilitating Partnerships – between technology 
startups, connectivity companies, social networking 
services and OTTs and media companies and 
already existing traditional ICT licensees. For 
instance, regulatory sandboxes can enable the 
ICT sector to find ways to incorporate big data 
and blockchain technologies into their offering 
and operating models without breaking rules that 
should not necessarily apply in this instance. 

•   Encouraging Innovation – creating a platform for 
licensees and all ICT players and related sectors to 
be innovative in the ICT world without cumbersome 
regulations stifling their creativity.

FIGURE 1: TRACKING THE EVOLUTION OF REGULATORY FRAMEWORKS9

•   Informing Regulators – keeping them up to date on 
innovative solutions and technologies. Regulatory 
sandboxes increase interaction between regulators 
and innovative firms while enabling the regulators 
to make informed choices, creating more inclusive 
regulation. Regulatory sandboxes provide an 
evidence-based approach to regulation and 
remove barriers to innovation. 

•   Protecting Consumer Rights – in a fast-paced 
technology-driven world. Consumers’ rights remain 
protected in a regulatory sandbox framework, since 
regulators keep a watchful eye on the process, 
conducting rigorous testing to ensure that products 
launched into the market are consumer-friendly 
and beneficial. 

•   Enabling Market Growth and Competition – By 
facilitating the introduction of new solutions, and 
products the market expands; and with market 
expansion competition intensifies. 

G1

G2

G3
G4

G5
Regulated public monopolies: 
Command & control approach

Opening markets: 
Partial liberalization and 
privatization across the layers

Enabling investment, innovation and access: 
Dual focus on stimulating competition in 
service and content delivery, and consumer 
protectionIntegrated regulation: 

Led by economic  
and social policy goals

Collaborative regulation: 
Inclusive dialogue and harmonized 
approach across sectors

Generations of Regulation

https://www.empowerafrica.com/regulatory-sandboxes-in-africa/
https://www.itu.int/en/ITU-D/Regulatory-Market/Pages/Policy-&-Regulatory-Frameworks.aspx
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10 Kenya regulatory sandbox guidance note: https://dfsobservatory.com/sites/default/files/Regulatory%20Sandbox%20Policy%20Guidance%20Note%20-March%202019.pdf

CASE STUDIES OF EXISTING REGULATORY SANDBOXES 

The case studies highlighted in this report are a combination of Fintech implementations and the impact of 
the sandbox tool, as well as some accounts of the new regulatory sandboxes emerging across the continent. 
The aim here is to draw out the learnings and regulatory benefit of having the sandbox tool in place, since the 
fintech world is not too far removed from the ICT sector and we can learn from successful implementation. 

Kenya’s Capital Markets Authority (CMA) was 
established with the mandate of developing and 
regulating the capital market through:  
(a) the promotion of a fair and efficient market,  
(b) the removal of hindrances in the market,  
(c) the protection of investors interests and,  
(d) the facilitation of the use of electronic 
commerce. For this reason, the CMA launched its 
regulatory sandbox to allow for limited-scale testing 
of innovative products, solutions and services 
that have the potential to expand Kenya’s capital 
markets10. A key aim is that the sandbox approach 
will help accelerate the CMA’s understanding 
of innovative, emerging technologies that have 
shown the potential to expand Kenya’s capital 
markets. It serves as an evidence-based approach 
to regulation that fosters such innovation while 
allowing the CMA to remain vigilant to investor 
protection, financial stability, and integrity risks.

This includes reviewing and adapting regulations 
that may inhibit innovations that attract investors 
or render them non-viable. The sandbox tests 
are conducted within specified timeframes and 
parameters before the participating products, 
services and solutions are launched into the open 
market following approval by the CMA. However, 
completion of the sandbox program does not 
guarantee approval to operate in the marketplace.
 

KENYA

Upon completion of the sandbox period, the CMA 
may grant the participant a license or approval to 
operate in the market subject to compliance with 
existing regulations. The CMA may also adopt new 
regulations based on knowledge gained from the 
regulatory sandbox test. Lastly, the CMA may deny 
the participants permission to operate in Kenya 
under current regulations and legal requirements. 
The CMA may also revoke or suspend approval 
to participate in the regulatory sandbox if the 
participant fails to meet the set requirements, goes 
against any laws set by the CMA or any other 
regulator, or for any reason determined by the 
CMA.

Key takeaways

1. The sandbox afforded the regulator a higher 
level of agility in anticipating technological and 
product innovations.

2. The market has shown growth due to the 
research and development of product offerings 
tested in the sandbox. 

3. The CMA has been able to stay ahead of the 
regulatory curve, provide ex-ante regulation 
based on the sandbox trials. 

4. The sandbox has provided the means to 
achieve the delicate balance of consumer 
protection and digital inclusion.

https://dfsobservatory.com/sites/default/files/Regulatory%20Sandbox%20Policy%20Guidance%20Note%20-March%202019.pdf
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The nature of emerging technologies brings about 
the need for a progressive regulatory sandbox 
framework to help the development, testing and 
adoption of promising innovative technologies. 
This includes encouraging innovation and taking 
into consideration the risks posed by these 
technologies. The regulatory sandbox framework 
developed by The Rwanda Utilities Regulatory 
Authority (RURA) aims at encouraging the use of 
emerging technologies in Rwanda’s regulated 
sectors and improving operational and customer 
engagement capabilities through analytics, and 
cloud computing and storage.

RURA was tasked with the responsibility of 
encouraging investment and innovation in the 
country’s ICT sector for the promotion of electronic 
transactions. As a result, RURA drafted a Regulatory 
Sandbox Framework intended for ground-
breaking innovation which is different from any 
existing product or service that already complies 
with current regulations. This framework is also 
intended for institutions looking to pilot and launch 
products or services that aren’t addressed by 
RURA’s existing regulations. The regulatory sandbox 
allows businesses to conduct live testing on their 
innovative services, products, business models, 
and delivery mechanisms without the restrictions 
of regulations imposed on them under normal 
conditions. This allows the regulator time to review 
the current regulations and/or establish new 
guidelines, standards, or regulations relevant to 
the type of innovative products being tested in the 
sandbox.

Qualifying applicants receive a temporary 
license that allows them to develop and live 
test their innovative ICT solutions or services 
within the regulatory sandbox. The requirements 
and obligations under the regulatory sandbox 

RWANDA 

framework are case-specific and depend on the 
technology solution proposed and the type of risks 
its development poses. These requirements are 
adapted from existing regulations and help RURA 
protect consumers and investors while ensuring 
fair competition in the market. RURA works with the 
applicants to identify rules that need to be relaxed 
or are not relevant to the proposed solution. Due to 
the waiving or modification of rules for participants 
in the sandbox, RURA then sets customer and 
exposure limits to limit the scope and scale of 
the live test. RURA also imposes geographical 
restrictions to ensure a controlled impact on the 
customers and that their interests are protected. 
The waivers are also dependent on the progression 
of the live testing and may change as time goes.

Key takeaways

1. Although the RURA regulatory sandbox is in its 
early stages the investment parameters have 
been set, and the aim is to create a conducive 
regulatory environment that showcases 
innovation and product development all while 
being attractive to investors. The sandbox is 
currently guided by the Regulations drafted 
in 2019 as the framework for the regulatory 
sandbox. 

2. The RURA framework is backed by 
regulations that guide the authority on the 
implementations and functioning of the 
sandbox, facilitating a transparent and level 
playing field for all innovators. 

3. The sandbox is designed not only for licensees 
but also for new communications and 
technology developers who wish to enter 
the market. The main emphasis on the RURA 
sandbox is to drive investment for the country in 
a sustainable and controlled manner; all while 
protecting the interests of the end-users. 

https://www.rura.rw/fileadmin/Documents/ICT/Laws/Sandbox_Framework_.pdf
https://www.rura.rw/fileadmin/Documents/ICT/Laws/Sandbox_Framework_.pdf
https://rura.rw/fileadmin/Documents/ICT/Laws/Final_Draft_Regulation_Governing_the_Regulatory_Sandbox_in_Rwanda_v2.0.pdf
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Colombia’s regulatory sandbox model, set to 
launch in the last quarter of 2021, is the first of its 
kind in the Latin America region11. The sandbox 
allows telecommunications network and service 
providers to test new business models under the 
supervision of the authority, Colombia’s Regulation 
Communications Commission (CRC).

The purpose of the regulatory sandbox is to 
foster innovation and help adapt Colombia’s 
regulatory framework to be fit for the rapidly 
evolving technology landscape. The CRC identified 
the sandbox model as an alternative regulatory 
mechanism that allows the testing of new products, 
services, and solutions in the ICT sector. These tests 
are conducted in set regions in Colombia and for 
a specified period under relaxed regulatory laws or 
with regulatory exemptions. The CRC intends to use 
the lessons learned from the regulatory sandbox to 
inform future regulatory frameworks. This may lead to 
the adaptation or elimination of current regulations 
that are deemed too strict or disruptive for innovative 
and fast-paced digital technologies. 

During the sandbox period, the proposed projects 
should not be found to negatively impact 

COLOMBIA

competition or consumers in the communications 
market. Each project must identify the risks, 
safeguards, and indicators for success. 
Authorizations are issued on a case-by-case 
basis, each project has its test parameters, and 
this includes the extent to which regulations are 
relaxed for each project. For this model, the license 
is valid for 12 months and all the project progresses 
must be reported to the regulatory authority. 

The focus areas for the projects that are 
set to enter the sandbox in 2021: 

1. Connectivity, communications and content 
services for rural areas and low-income 
households; 

2. Infrastructure provision and deployment;

3. Alternatives for measuring service quality and 
user experience; 

4. Emerging technologies in the provision of postal 
payment services; 

5. New solutions for content delivery and 
audience protection; 

6. Proposals to strengthen the telecommunications 
services protection regime for users.

11 Regulatory sandbox framework in Columbia: https://digitalregulation.org/case-study-regulatory-sandbox-framework-in-colombia/
12 Ibid

FIGURE 2: FOUR PHASES OF THE REGULATORY SANDBOX AUTHORIZATION PROCESS UNDER CRC  
REGULATORY SANDBOX12 

APPLICATION

•  CRC will publish 
dates to receive 
proposals in 2021.

•  Only approved 
proposals will go to 
the next phase.

•  Total of 25 business 
days for this phase.

EVALUATION

•  Evaluation will be 
based on innovation, 
benefits for citizens, 
demonstrated need 
and applicants’ 
experience.

•  Total of 25 business 
days for this phase.

EXPERIMENTATION

•  Once CRC authorizes 
the project, 
providers may 
start commercial 
operations in 
compliance with the 
parameters.

•  1 year with the 
option to extend 1 
year.

EXIT

•  Once testing 
is complete, 
participants 
may either close 
the project or 
transition to the 
general regulatory 
framework.

https://digitalregulation.org/case-study-regulatory-sandbox-framework-in-colombia/
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13  Central Bank of Nigeria, Framework for Regulatory Sandbox Operations:   
https://www.cbn.gov.ng/out/2021/ccd/framework%20for%20regulatory%20sandbox%20operations.pdf 

Nigeria’s digital innovation space is making 
waves across Africa and beyond. It is largely seen 
as a driving, cutting-edge sector with emerging 
technologies that are creating jobs for the youth 
of Nigeria; which make up 50% of the population. 
Through nationwide surveys, the government 
observed that there were 6,500 SMEs in the country, 
some in the digital space with Lagos housing 
some 700 digital innovation-registered businesses 
worth over $2 billion. 

With the wave of innovation and disruptive 
technologies in the financial services industry, the 
Central Bank of Nigeria (CBN) has identified the 
rigid state of financial regulations and deemed 
it necessary to ensure new and agile ways of 
engaging with the financial industry to boost 
innovation in the financial services space. The 
regulatory sandbox, published in March 2021, 
provided the perfect tool for the CBN to keep 
ahead of technological developments and 
regulate effectively13. The sandbox would be used 
as a formal process for firms to conduct live tests of 
new services, innovative products, and alternative 
business models in a controlled environment, 
subject to appropriate conditions and safeguards. 
This would enable the bank to stay up to date with 
ongoing innovations while promoting a reliable, 
safe and efficient Payments System to foster 
innovation without compromising on the delivery 
of its mandate. 

NIGERIA

The sandbox sets out eligibility criteria for 
participants and includes an application process 
that works on an invitation to apply basis, this is 
rotational and applied at the discretion of the 
CBN. Additionally, the sandbox testing period is 
limited to 6 months, however, the CBN remained 
open to extending the testing period where the 
participants were able to provide reasonable 
motivation to continue testing.

The main aims of the regulatory 
sandbox: 

1. To increase the potential for innovative business 
models that advance financial inclusion; 

2. To reduce time-to-market for innovative 
products, services, and business models; 

3. To increase competition, widen consumers’ 
choice and lower costs; 

4. To ensure appropriate consumer protection 
safeguards in innovative products; 

5. To clearly define the roles and responsibilities 
of stakeholders and the operations of the 
sandbox for the Nigerian Payments System 
industry; 

6. To ensure adequate provisions in regulations to 
create an enabling environment for innovation 
without compromising on safety for consumers 
and the overall payments system; and 

7. To provide an avenue for regulatory 
engagement with FinTech firms in the payment 
space, while contributing to economic growth. 

https://www.cbn.gov.ng/out/2021/ccd/framework%20for%20regulatory%20sandbox%20operations.pdf
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The development of regulatory frameworks to allow 
TV Whitespaces (TVWS) technology to be used to 
provide additional, and license-exempt, spectrum 
to connect the underserved or unconnected in 
a number of countries in Africa is an example of 
national regulators using a regulatory sandbox 
like approach to facilitate innovative technology 
for immediate societal and economic impact. 
Discussions with South African regulator ICASA 
indicated that they have supported TVWS 
innovation in this way, without having a formal 
regulatory sandbox framework in place. There 
is an opportunity to build on the experience 
and learnings of these less formal, experimental 
approaches in the design of a more structured 
regulatory sandbox. 

1. South Africa has made good progress 
towards  implementing TVWS. The Independent 
Communications Authority of South Africa 
(ICASA ) approved several early trials – the 
first started in 2012 in the Western Cape 
Province, while the second was in Limpopo 
Province in 2013. Both of these projects focused 
on providing broadband internet access 
to previously unconnected educational 
institutions. Regulations on the use of the 
TVWS were made available in March 2018, 
paving the way for several commercial pilot 
projects supported by the US Trade and 
Development Agency and others. In May 2020, 
CSIR partnered with the Technology Innovation 
Agency (TIA) to enable local internet service 
providers to deploy TVWS networks using the 
Secondary Geolocation Spectrum Database 
(S-GLSD) developed by CSIR. ICASA also 
allowed several SMMEs to deploy TVWS 
networks to offer broadband internet services 
to the underserved communities (https://www.
itweb.co.za/content/GxwQD71Z2rmMlPVo). 
Some parts of KwaZulu-Natal province are 
already benefitting from affordable and reliable 
broadband internet access courtesy of TVWS 
technology (https://www.itweb.co.za/content/
PmxVE7Kl6mgMQY85). 

INFORMAL SANDBOX TYPE APPROACHES ALREADY IN ACTION – ENABLING TV 
WHITESPACES INNOVATION ACROSS AFRICA

2. Kenya’s TVWS journey began in 2012, when 
the Communications Authority (CA) received 
an application from Microsoft to deploy TVWS 
network in Kenya. A trial project by Microsoft 
in partnership with Jamii Telecom and Indigo 
Telecom (Current Mawingu Telecom) was  
conducted in 2013 in Nanyuki area. These 
trial projects were run using the geolocation 
spectrum database offered by Fairspectrum. 
Kenya took advantage of having early 
analogue switch-off, having met the June 
2015 deadline set by the ITU. In February 2020, 
the CA released the authorization of the use 
of the TVWS. The document detailed, among 
others, the draft framework for the use of TVWS, 
which was later approved for use in May 2021 
(https://developingtelecoms.com/telecom-
business/telecom-regulation/11175-kenya-
approves-tvws-framework.html). 

3. Ghana – TVWS in Ghana is taking shape, with 
various trial projects having been conducted. 
In 2014, Microsoft, through Microsoft 4Afrika 
Initiative, and with help from Facebook 
and SpectraLink Wireless (an ISP in Ghana) 
launched a pilot project, operating under a 
pilot license. In 2015, Microsoft announced a 
commercial pilot TVWS project, in collaboration 
with SpectraLink Wireless. This project provided 
low-cost internet connectivity to students 
of Koforidua University, Ghana (https://
businesschief.eu/technology/microsoft-
announces-new-tv-white-space-projects-
ghana). In 2016, the National Communications 
Authority (NCA) published a draft TVWS 
regulatory framework (https://nca.org.gh/wp-
content/uploads/2021/11/NCA-Holds-Public-
Consultation-Workshop-on-TV-White-Spaces3.
pdf). The final TVWS regulation framework 
was later published in May 2019, opening 
up the market for commercial deployments. 

https://www.itweb.co.za/content/GxwQD71Z2rmMlPVo
https://www.itweb.co.za/content/GxwQD71Z2rmMlPVo
https://www.itweb.co.za/content/PmxVE7Kl6mgMQY85
https://www.itweb.co.za/content/PmxVE7Kl6mgMQY85
https://developingtelecoms.com/telecom-business/telecom-regulation/11175-kenya-approves-tvws-framework.html
https://developingtelecoms.com/telecom-business/telecom-regulation/11175-kenya-approves-tvws-framework.html
https://developingtelecoms.com/telecom-business/telecom-regulation/11175-kenya-approves-tvws-framework.html
https://businesschief.eu/technology/microsoft-announces-new-tv-white-space-projects-ghana
https://businesschief.eu/technology/microsoft-announces-new-tv-white-space-projects-ghana
https://businesschief.eu/technology/microsoft-announces-new-tv-white-space-projects-ghana
https://businesschief.eu/technology/microsoft-announces-new-tv-white-space-projects-ghana
https://nca.org.gh/wp-content/uploads/2021/11/NCA-Holds-Public-Consultation-Workshop-on-TV-White-Spaces3.pdf
https://nca.org.gh/wp-content/uploads/2021/11/NCA-Holds-Public-Consultation-Workshop-on-TV-White-Spaces3.pdf
https://nca.org.gh/wp-content/uploads/2021/11/NCA-Holds-Public-Consultation-Workshop-on-TV-White-Spaces3.pdf
https://nca.org.gh/wp-content/uploads/2021/11/NCA-Holds-Public-Consultation-Workshop-on-TV-White-Spaces3.pdf
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In 2020, Microsoft was still carrying out more 
commercial pilot TVWS projects in the country. 
According to ITU-R report released in March 
2021, 50% of rural communities in Ghana had 
access to broadband connectivity via TVWS 
networks (https://www.itu.int/dms_pub/itu-r/
opb/rep/R-REP-BT.2302-1-2021-MSW-E.docx). 
This is a great milestone, and there is hope that 
in the next few years, the rural community may 
have 100% broadband connectivity using TVWS 
technology.

4. Mozambique – in 2019, the Communications 
Authority of Mozambique approved new 
TVWS technical standards to regulate the use 
of the frequencies in the 470 MHz-694 MHz 
band. The first trial project was launched in 
August 2015, led by the Institute of National 
Communications of Mozambique (INCM) in 
partnership with the Universal Access Fund 
(FSAU), the Network Startup Resource Center 
(NSRC), the Abdus Salam International Centre 
for Theoretical Physics (ICTP), Internet Solutions 
(IS) and the University Eduardo Mondlane 
Center of Informatics (CIUEM) (http://
dynamicspectrumalliance.org/pilots/). Though 
the country has not gone to commercial 
deployments, it still has the pilot projects 
running, preparing the ground for commercial 
rollout of the TVWS network. 

5. Nigeria – The Nigerian Communications 
Commission (NCC) facilitated several TVWS 
trials before starting the consultative process 
on TVWS regulations. Sidmach performed 
two TVWS trials – one in Lagos (2014) and 
the other in Abeokuta (2017). In March 2019, 
the Nigerian Communications Commission 
(NCC) held the first Stakeholders Consultative 
Forum on TVWS to begin the conversation 
on harnessing the technology’s potential to 
expand rural connectivity in Nigeria. The draft 
TVWS regulations were later published in 2020, 
starting off the journey towards commercial 
deployments of the TVWS networks in the 
country (https://africanews.space/nigerian-
communications-commission-develops-draft-
guidelines-for-use-of-tv-white-spaces-in-nigeria/). 

https://www.itu.int/dms_pub/itu-r/opb/rep/R-REP-BT.2302-1-2021-MSW-E.docx
https://www.itu.int/dms_pub/itu-r/opb/rep/R-REP-BT.2302-1-2021-MSW-E.docx
http://dynamicspectrumalliance.org/pilots/
http://dynamicspectrumalliance.org/pilots/
https://africanews.space/nigerian-communications-commission-develops-draft-guidelines-for-use-of-tv-white-spaces-in-nigeria/
https://africanews.space/nigerian-communications-commission-develops-draft-guidelines-for-use-of-tv-white-spaces-in-nigeria/
https://africanews.space/nigerian-communications-commission-develops-draft-guidelines-for-use-of-tv-white-spaces-in-nigeria/
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1.3 POLICY ENVIRONMENT FOR A 
REGULATORY SANDBOX
Typically, on the African continent, top-down 
approaches to policy development continue to 
dominate, despite the advent of digital innovation, 
which is driving a fourth industrial revolution. This 
approach can result in a disconnect between 
policymakers and policy actors, resulting in potentially 
detrimental effects on the implementation of 
emerging technologies. This is evident in the findings 
of the survey of ICT actors, discussed above.  

With the growth of digital services, regulators need to 
address a host of issues and potentially new areas 
of responsibility, including cross-cutting policy issues, 
such as data protection, cyber security, data privacy, 
digital connectivity, inclusivity and sustainability, 
among others. These new areas are not always 
clearly defined in existing regulatory frameworks. 
Many countries are assessing whether their ICT and 
broadcasting regulators possess the jurisdictional 
authority to address digital services, digital platforms, 
and other emerging technologies. 

Governments are responding in various ways to these 
jurisdictional authority questions. Some countries 
are reforming their legislative frameworks to clearly 
accommodate new digital services. Another approach 
is to review the regulator’s competencies to determine 
whether it is appropriate to expand their mandate or to 
establish a new digital regulator. Whether the national 
government decides to expand the mandate of the 
regulator or merge different regulatory authorities, it is 
important that the regulator is guided by a clear policy 
framework. The formulation of policy frameworks in most 
African countries has been slow, and this has resulted 
in regulatory frameworks not keeping pace with 
developments in technology and innovation, as well.

Some African countries are open towards a more 
experimental and inclusive way of developing 
innovation policy which would provide a positive 
policy environment for regulators to apply the 
sandbox approach. Over the past three years, 

innovation agencies and policymakers in South 
Africa, Ghana, Senegal and Kenya have been 
experimenting with new ways of developing 
innovation policy. These experiments are part of the 
global ‘Transformative Innovation Policy Consortium’14 
comprising policymakers and researchers working 
together to develop a more inclusive, bottom-up 
approach to innovation policymaking that can create 
the conditions to protect and nurture sustainable 
alternative solutions, including emerging technologies. 

The Transformative Innovation Policy approach 
is designed to facilitate more inclusive policy 
development that leads to implementable policy 
actions and regulations. It aims to address the 
concerns around social, environmental, inclusion and 
sustainability challenges in digital transformation and 
how to help innovative ‘niche’ technology solutions 
break through and thrive whilst not exacerbating 
these societal issues. Underpinned by the notion of 
policy experimentation, it encourages policy learning 
across policymakers, innovators/entrepreneurs and 
users/consumer groups. 

Where the Transformative Innovation Policy approach 
is applied to a regulatory environment, the regulator 
and innovator can become co-creators in the 
regulatory process to ensure that regulation is fit for 
the future and considers the needs of all actors in 
the process, including users. This can help address 
the regulatory barriers identified by the ICT actors in 
our survey; these barriers will be identified early in the 
regulatory process and can be mitigated through 
mutual learning and collaboration.

The Transformative Innovation Policy framework 
considers six important ‘transformative outcomes’ 
from any policy ‘experimentation’, as the illustration 
below shows. This framework could help a regulatory 
sandbox environment address the concerns of 
regulators contending with the rapid innovation cycle 
presented by emerging technologies. 

14  https://www.tipconsortium.net/ 

https://www.tipconsortium.net/
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FIGURE 3: TRANSFORMATIVE OUTCOMES FROM EXPERIMENTAL POLICY ENGAGEMENTS15

In South Africa, the Department of Science, 
Technology and Innovation has engaged in a number 
of experiments to monitor how such an approach can 
be applied in a live policymaking environment16. The 
department recently formed a national community of 
practice to embed transformative innovation in policy 
approaches, putting the country at the forefront of 
new thinking on innovation policymaking.  

African regulators can already adopt elements of this 
‘transformative’ approach to innovation and take full 
advantage of emerging technologies by developing 
a regulatory sandbox framework, as part of their 
review and modernization of ICT regulations. 

15  https://www.tipconsortium.net/publication/transformative-outcomes-assessing-and-reorienting-experimentation-with-transformative-innovation-policy/
16  Ecological Water & Sanitation Experiment In South Africa – TIPC (tipconsortium.net)

CRITERIA 
 

Elaboration

Questions to ask

DIRECTIONALITY 
 

Innovation 
is process of 
accumulation 
towards a 
direction. This 
direction can 
be changed 
if alternative 
pathways are 
recognised and 
supported.

Are social 
choices chosen 
over alternative 
pathways of 
development?

SOCIETAL GOALS 
 

Transformative 
innovation policy 
needs to be 
directed in line 
with specific 
social goals.

Does it address 
the SDGs, 
National 
Development 
Goals, ICT 
Development 
Goals, and 
Legislation?

SYSTEM LEVEL 
IMPACT 

For innovation to 
be transformative, 
it must have 
a system level 
impact (i.e. cut 
across sectors).

Does 
transformative 
innovation have 
a wide imapct?

LEARNING AND 
REFLEXIVITY 

This is the ability 
of actors to 
re-think, un-learn, 
and re-learn 
routines and 
practices taken 
for granted.

Does it allow for 
fundamental 
re-thinking of 
how problems 
are refined 
and deriving 
solutions?

CONFLICT VS 
CONSENSUS 

Transformative 
change requires 
a broad 
participation 
of many actors; 
and should 
encourage 
divergent views.

Is participation 
democrarised?

INCLUSIVENESS 
 

It is essential to 
consider varying 
interests – as this 
reveals issues of 
legitimacy and 
accountability.

Do actors have 
access to 
policymaking 
and capabilities 
to participate?

https://www.tipconsortium.net/publication/transformative-outcomes-assessing-and-reorienting-experimentation-with-transformative-innovation-policy/
https://www.tipconsortium.net/experiment/policy-experimentation-for-roadmap-to-ecological-water-sanitation-in-south-africa/
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1.4 ALTERNATIVES TO  
A REGULATORY SANDBOX
Before we delve into the technicalities of 
implementing a regulatory sandbox, it is important 
to highlight that there are various alternatives to a 
regulatory sandbox. These include the wait and see 
approach, a test and learn strategy, an innovation 
hub and changes to regulation or the creation of a 
new license. Each of these approaches is discussed 
further below.

WAIT AND SEE APPROACH

The wait and see approach involves regulatory 
forbearance from intervention until a specified time 
when it is deemed fit to intervene as the specific 
conditions are decided by the company, startup etc. 
However, this method is now high risk – for regulators 
and possibly innovators. In the past, when it was 
difficult to speedily develop and deploy new offerings 
or to completely change the game, the wait and see 
method was applicable. In 2021, the barriers to entry 
are low and the ability to scale is fast. Thus, one can 
become irrelevant quicker than ever17. 

Disadvantages of the wait and see approach:

•   Elimination of the opportunity for increased growth 
and sales.

•   Hidden cost of saying no: refusing to change will 
lead to increased future expenses, as one will have 
to catch up with competitors.

•   The need to recover from a delayed response will 
hinder growth.

The box below provides an example of how the wait 
and see approach does not benefit a company, 
as other companies will continue to evolve and 
progress18:

 
TEST AND LEARN STRATEGY

The test and learn strategy employs experiments to 
solve problems. An experiment is conducted, the data 
obtained from the experiment is then used to conduct 
further experimentation. The new experiment is more 
precise and tailored towards the organization’s goals. 
The most notable disadvantage of this strategy is that 
it can be expensive or in some cases impossible to 
conduct20. 

17  Burrus, D. 2013. The High Risk of a ‘Wait and See’ Approach, Big Think: https://bigthink.com/articles/the-high-risk-of-a-wait-and-see-approach/  
Date of Access: 26 Nov. 2021.

18  Forbes. Raath, R. 2021. Will Barnes & Noble’s Next Chapter Be Its Last?  https://www.forbes.com/sites/johnkotter/2021/02/09/will-barnes--nobles-next-chapter-be-its-
last/?sh=3ce1becf23d3 Date of Access: 26 Nov. 2021.

19  Source: Burrus, D. 2013. The High Risk of a ‘Wait and See’ Approach. Big Think. https://bigthink.com/articles/the-high-risk-of-a-wait-and-see-approach/ Date of Access: 26 
Nov. 2021.

20  Wechsler, M., Perlman, L. and Gurung, N. 2018. The State of Regulatory Sandboxes in Developing Countries. SSRN Electronic Journal: https://papers.ssrn.com/sol3/
papers.cfm?abstract_id=3285938 Date of Access: 26 Nov. 2021.

FIG 4: EXAMPLES OF TRANSFORMATIVE CHANGE 
FROM “THE HIGH RISK OF A ‘WAIT AND SEE 
APPROACH’”19

WHY SHOULD YOU TAKE ACTION?

There are plenty of examples of various 
companies who took action, thus, changing the 
way in which we interact with their products. For 
example, Barnes & Noble changed bookselling 
by creating the super bookstore. 

However, Amazon completely transformed how 
books are bought by switching to the electronic 
Kindle. 

Additionally, Blockbuster Video allowed for the 
renting of movies, but Netflix eliminated the need 
to leave the comfort of your home. Therefore, 
being at the forefront of change allows for long 
lasting benefits.

https://bigthink.com/articles/the-high-risk-of-a-wait-and-see-approach/
https://www.forbes.com/sites/johnkotter/2021/02/09/will-barnes--nobles-next-chapter-be-its-last/?sh=3ce1becf23d3
https://www.forbes.com/sites/johnkotter/2021/02/09/will-barnes--nobles-next-chapter-be-its-last/?sh=3ce1becf23d3
https://bigthink.com/articles/the-high-risk-of-a-wait-and-see-approach/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3285938
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3285938
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TABLE 1: COMPONENTS OF THE TEST AND LEARN STRATEGY

REGULATORY CHANGE / NEW LICENSE 
CREATION

This approach requires comprehensive and proactive 
effort. The regulator needs to initiate legislative change, 
adopting new regulation or amending current 
rules. Additionally, the regulator can reconsider the 
interpretation and application of the current rules 
within the regulator’s purview and discretion. A special 
instance of the regulatory change scenario is the 
creation of a new licensing regime for innovative 
businesses. The license may be permanent or temporary 
and should come with a set of restrictions to differ from 
other licenses to avoid regulatory arbitrage21.

This approach is applicable when the regulator has 
identified gaps or inconsistencies in the legal and 
regulatory framework or the occurrence of changed 
circumstances requiring a change in the current rules. 
Alternatively, the regulator may have been alerted 
to a new category of business that requires distinct 
treatment22.

INNOVATION HUB

An innovation hub is an initiative to help startups 
and large companies nurture new ideas, generate 
business and create an inquisitive perspective in 
the ICT sector. Innovation hubs enable collaboration 

21  OECD 2008. Building an Institutional Framework for Regulatory Impact Analysis (RIA): Guidance for Policy Makers Version 1.1 2008 Regulatory Policy Division Directorate 
for Public Governance and Territorial Development: https://www.oecd.org/gov/regulatory-policy/40984990.pdf. Date of Access: 5 Dec. 2021.

22  OECD 2000. Reducing the Risk of Policy Failure: Challenges For Regulatory Compliance, Organisation for Economic Co-operation and Development: https://www.oecd.
org/gov/regulatory-policy/1910833.pdf. Date of Access: 5 Dec. 2021

23  Ventures, N. 2021. Innovation Hubs: What They Are and How They Can Generate Results for Large Companies: https://neoventures.global/en/innovation-hubs-what-they-
are-and-how-they-can-generate-results-for-large-companies/ Date of Access: 5 Dec. 2021.

24  Jeník, I. & Duff, S. 2020. How To Build A Regulatory Sandbox: A Practical Guide for Policy Makers: https://www.cgap.org/sites/default/files/publications/2020_09_
Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf. Date of Access: 5 Dec. 2021.

between various agents, companies and 
professionals in an environment where there is a vast 
exchange of information, knowledge, perspective 
and strategies in order to develop joint solutions or 
present the market with new technologies. Innovation 
has become increasingly necessary due to the 
accelerated dynamics of consumption and the 
constant advances in technology. This results in 
many products and services becoming obsolete 
in a short period. Companies have found it difficult 
to innovate and remain competitive in the market. 
The innovation hub offers a modern alternative 
to evolutionary stagnation23. The regulator can 
implement a structured and formal framework for 
regular engagement with industry players on issues 
concerning innovation. However, no live testing 
takes place. This approach will only be applicable 
should the regulator identify a reasonable demand 
for regulatory consultation and guidance from 
innovators24. 

Having explored the theory and the various 
alternatives to the regulatory sandbox, the following 
sections of this paper will outline the general 
principles for a regulatory sandbox and propose 
a framework which could be further developed by 
national regulators.

Ensure clear direction

Ensure product is not a fleeting 
trend

Quality over quantity 

Ensure desired outcomes and 
measures are defined

This entails a step-by-step process as well as implementation guidelines. 
Clear instructions should be assigned for when to abandon a test. 

Testing a product that is just a trend will only have short term benefits. In 
the long run, the product may prove to be a waste.

This involves smaller, more intimate testing conditions. Ensure clearly 
defined time limits to minimize risks and yield insightful information for the 
next phase. Additionally, this allows for fail-fast-and-move-on learning.

Ways of measuring success and desired outcomes must be clearly 
defined.

https://www.oecd.org/gov/regulatory-policy/40984990.pdf
https://www.oecd.org/gov/regulatory-policy/1910833.pdf
https://www.oecd.org/gov/regulatory-policy/1910833.pdf
https://neoventures.global/en/innovation-hubs-what-they-are-and-how-they-can-generate-results-for-large-companies/
https://neoventures.global/en/innovation-hubs-what-they-are-and-how-they-can-generate-results-for-large-companies/
https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
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PART TWO: REGULATORY 
SANDBOX TOOLKIT 
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2.1 GENERAL OBJECTIVES AND 
PRINCIPLES OF A REGULATORY SANDBOX  
There are some general objectives and principles 
that could apply to any regulatory sandbox and, 
while there will be some differences between country 
approaches, the general objectives as identified by 
The World Bank offer a useful starting point:  

a. Digital inclusion,

b. Digitization, 

c. Supporting innovation, 

d. Market development and consumer benefit, 

e. Enhanced competition and protection of 
consumers, and 

f. Economic growth. 

The objectives of the sandbox must be consistent with 
the legal mandate of the regulator and must be in 
line with national strategies of the country. 

For example, the regulatory sandbox could be 
designed to address existing connectivity gaps within 
the African context by encouraging the adoption 
of innovative and safe technology. To this end, the 
sandbox can help to encourage more innovation 
and experimentation within a well-defined space and 
duration where the relevant authorities will provide 
the requisite regulatory support, to increase efficiency, 
manage risks better, create new opportunities and/or 
improve people’s lives. 

Given that a sandbox operates in the production 
environment, it must have a well-defined space and 
duration for the proposed solution to be launched, 
within which the consequences of failure can be 
contained.

The applicant should clearly understand the objective 
and principles of the sandbox. It must be emphasized 
that the sandbox is not intended and cannot be 
used as a means to circumvent legal and regulatory 
requirements.

In addition, the sandbox may not be suitable under 
the following circumstances: 

a. The proposed solution/service is like those that 
are already being offered in the country unless the 
applicant can show that either:

 i.   different technology is being applied; or 
 ii.  the same technology is being applied differently.

b. The applicant has not demonstrated that it has 
done its due diligence, including testing in a 
laboratory environment, and knowing the legal 
and regulatory requirements for deploying the 
proposed service.
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2.2 ESTABLISHMENT OF  
A REGULATORY SANDBOX 
Establishing a regulatory sandbox involves a number of steps requiring direct interaction between the regulator 
and the ICT innovators and other stakeholders. The stages involve conceptualization and design of the 
regulatory sandbox, operationalization of the regulatory sandbox, and the post implementation considerations 
for the regulatory sandbox. 

Table 2 below provides a general overview of the main steps required.  

TABLE 2: STEPS REQUIRED TO IMPLEMENT A REGULATORY SANDBOX

CONCEPTUALIZING A 
REGULATORY SANDBOX 

•   Governance, institutional 
structure and objectives 

•   Collaboration and engagement 

•   Team capacity and resources 

•   Process and structure 

•   Eligibility criteria and timeframe 

•   Tools and enforcement 

OPERATIONALIZING A 
REGULATORY SANDBOX

•   Submissions and evaluation of 
applications 

•  Guidance and supervision

•   Connection with external and 
internal advisors 

•  Monitoring and evaluation 

POST-IMPLEMENTATION 
CONSIDERATION OF A 
REGULATORY SANDBOX

•  Gather and share data 

•   External engagement and 
collaboration 

•  Support and feedback

•   Internalize lessons and take 
action 

•  International cooperation

•  Knowledge sharing and transfer 
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2.3 CONCEPTUALIZING  
A REGULATORY SANDBOX  
Sandbox design should begin with a thorough 
feasibility assessment that is linked to the overall 
objectives of the program. The assessment helps 
identify the resources required; align internal and 
external stakeholders; highlight complementary 
regulatory programs, such as innovation facilitators; 
and uncover other potential constraints. The feasibility 
assessment should confirm institutional commitment 
to the sandbox by identifying an executive sponsor 

TABLE 3: KEY ELEMENTS OF REGULATORY SANDBOX DESIGN

and a tentative governance structure. Sandbox 
programs have been found to cause friction with 
regulators as they seem to encourage risk. For a 
regulatory sandbox to be successful, the regulator 
must demonstrate clear and unambiguous 
commitment at the highest level. Table 3 highlights 
some of the key elements of regulatory sandbox 
design that can be applied to achieve local 
requirements of a regulatory sandbox. 

DESIGN ELEMENT

Eligibility

 
Governance

 

Timing

 
Test Restrictions

 
Exit
 

DESCRIPTION 

Defines who can participate in the 
sandbox. Eligibility should be articulated 
clearly to ensure a level playing field 
across all market participants.

Defines the internal operating structure 
of the sandbox, roles and responsibilities, 
and key operational processes.

Includes:
•  Duration of the admission window
•  Duration of the test 

Limits to the scope, scale, and/or 
conduct of the sandbox test to minimize 
potential harm.

Includes:
•   Individual test outcomes (graduation, 

terminated test, etc.)
•   Program-level key performance 

indicators (KPIs)
•   Incorporation of insights and lessons 

learned into the broader regulatory 
agenda

DESIGN CHOICES (EXAMPLES) 

•  Open to incumbents only
•  Open to newcomers only 
•   Open to non-licensed companies 

(e.g., technology providers, data 
companies)

•  Specialized sandbox unit
•   Hub-and-spoke: a central point of 

contact coordinating sandbox enquiries 
with other units of the regulator

•  Periodic admission (cohort-based)
•  Permanent admission window (on-tap)
•   Testing periods range from 3 to 36 

months 

•  Number and type of target market 
•   Number of product and service 

offerings 
•  Geographical limits 
•  Consumer protection safeguards 

•   KPIs in terms of the absolute output 
(number of graduating firms)

•   KPIs in terms of a regulatory change 
promoted 
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A number of areas can be considered to have a 
direct impact on the success and efficacy of the 
sandbox:

1. Governance, 

2. Collaboration and engagement, 

3. Regional and international consultation,

4. Validity period,

5. Eligibility criteria,

6. Safeguards.

GOVERNANCE 

Sandboxes are generally hosted by the sector 
regulatory authority in the country. Therefore, in the 
context of ICT this would be the ICT regulator. The 
regulator running the sandbox would either have 

the authority on all the key sectors expected to 
participate in the sandbox or have a memorandum of 
understanding with other regulatory authorities in the 
participation of other sectors. 

New digital technologies are increasingly utilized 
to create and develop innovations across various 
sectors which leads to co-jurisdiction over certain 
innovative products. Examples of these include, 
fintech, renewable energy generation etc. To cover 
the dual jurisdiction of regulation, regulators need to 
establish coordination and collaboration frameworks 
with relevant stakeholders for establishing and running 
the sandbox operations. 

Figure 5 below provides a check list for the ICT 
regulator to consider in governance considerations for 
establishing a sandbox.  

FIGURE 5: GOVERNANCE CHECKLIST

COLLABORATION AND ENGAGEMENT 

The main success factor in the development of a 
regulatory sandbox is to identify achievable and 
reasonable objectives that are aligned to the 
country’s priorities, such as economic growth, digital 
inclusion, and the development of a knowledge 
economy, which also addresses the needs and 
challenges faced by the ICT sector. 

It is important that the regulator puts together a 
well-designed and actionable collaboration and 
engagement strategy. This can be borrowed from 
existing frameworks of collaborative regulation for 
the ICT sector. The ITU “Bridging the Digital Innovation 
Divide: A Toolkit for Strengthening ICT Centric 
Ecosystems” is one framework that can be leveraged 
to assist the regulator in establishing the stakeholders. 
The ITU also offers a variety of toolkits and frameworks 
for collaborative regulation in a multisectoral digital 
environment.

Identify any 
legislative approvals 
for the establishment 
of the regulatory 
sandbox

Stakeholder 
mapping – Identify 
sectors that will most 
likely participate 

Facilitate stakeholder 
engagement, 
participation and 
collaborative 
frameworks

Establish a 
memorandum of 
understanding 
for sandbox 
participation 
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REGIONAL AND INTERNATIONAL 
CONSULTATION 

Regulatory authorities have begun conceptualizing 
and establishing regulatory sandboxes for regional 
use (across countries). Such initiatives are designed 
to improve information sharing and lower the cost of 
running the sandbox.  

As well as being conducted at a local level, the 
sandbox consultation should engage regional and 
international communities to acquire experiences, 
share information and exchange lessons learned 
about emerging trends and regulatory issues.

This can lead to cooperation agreements between 
regulators, ministries, and other stakeholders for 
information sharing and access to learnings from 
other markets. It is the regulator’s responsibility to 
be up to date with the recent developments in 
the ecosystem in its respective market. To that end, 
the regulator needs to constantly engage with the 
private sector. The process shown in Figure 6 below 
can be followed to ensure sufficient engagement 
is maintained throughout the establishment and 
operation of the regulatory sandbox. 

FIGURE 6: STAKEHOLDER ENGAGEMENT MODEL

VALIDITY PERIOD 

The Regulator may issue a license to ‘play’ in the 
sandbox, after satisfying the application criteria. 
The testing period or ‘time to play’ in the regulatory 
sandbox are bound by the parameters set out by the 
regulator in the application process. This is usually 
anything from three (3) to thirty-six (36) months; and 
extensions can be granted on prior application and 
motivation. 

At the end of the validity period, the player will exit 
the sandbox and if eligible, they will migrate to the full 
authorization and supervisory regime in the current 
regulatory framework of the regulatory authority. 
During the validity period, the regulator will engage 
with and support the player and ensure that the 
player operates within the parameters as set and 
agreed on prior to the grant of the ‘license to play.’ 

• Engage with regional peers for policy alignment 

•  Continuous engagement from conceptualization to creation 
stages and implementation 

• Thematic workshops, roundtables, validation workshops 

• Conferences, regional learnings, trainings 

• Collaboration with other ICT regulators 

• Collaboration with other sector regulators and the private sector 

• Cooperation agreements

POLICY 
ENGAGEMENT 

CONSULTATION

COLLABORATION



25    A proposed regulatory sandbox framework for Africa: Part Two: Regulatory Sandbox Toolkit 

ELIGIBILITY CRITERIA 

The regulator needs to set criteria for decisions 
regarding applications to employ the regulatory 
sandbox. This section outlines the main eligibility 
criteria which can be used by the regulator to assess 
applications submitted. 

The application should contain the necessary 
supporting information to explain how the sandbox 
evaluation criteria listed below can be fulfilled:

a. Innovation: The proposed service/solution includes 
new or emerging technology or uses existing 
technology in an innovative way. For example, 
secondary research should show that few or no 
comparable offerings are available in the market.

b. Consumer benefit: The proposed service 
addresses a problem or brings benefits to 
consumers and/or industry. This contention could 
be supported by evidence from relevant consumer 
or industry research.

c. Sustainability: The applicant has the intention 
and ability to deploy the proposed service in 
the country on a broader scale after exiting the 
sandbox. If there are exceptional reasons why the 
proposed service/solution cannot be deployed, 
the applicant should be prepared to continue 
contributing to the country in other ways, such 
as continuing the developmental efforts of the 
proposed service.

d. Test readiness: The test scenarios and expected 
outcomes of the sandbox experimentation should 
be clearly defined, and the sandbox entity should 
report to the regulatory authority on the test 
progress based on an agreed schedule.

e. Consumer protection: The appropriate boundary 
conditions should be clearly defined, for the 
sandbox to be meaningfully executed while 
sufficiently protecting the interests of consumers 
and maintaining the safety and soundness of the 
industry.

f. Risks and mitigation: Significant risks arising from 
the proposed service should be assessed and 
mitigated. For example, providing evidence of 
preliminary testing of the proposed service as part 
of the sandbox application, identifying the risks 
discovered from the preliminary testing and the 
proposal for mitigating the risks; and

g. Exit strategy: An acceptable exit and transition 
strategy should be clearly defined in the event that 
the proposed service must be discontinued or can 
proceed to be deployed on a broader scale after 
exiting the sandbox.

TABLE 4: ELIGIBILITY CRITERIA CHECKLIST

ELIGIBILITY CRITERIA CHECKLIST

Is it a genuine innovation? 

Is there a consumer benefit?

Does it entail any risks?

Is the innovation ready to be tested?

Is there a need for Sandboxing?

Does the innovation fall under the eligible type of products and services? 
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SAFEGUARDS  

An absence of basic regulatory requirements and safeguards to all participants ‘playing in the sandbox’ can 
lead to regulatory arbitrage or can cause the sandbox to act as a vehicle for forbearance amongst others. As 
such the following safeguards should be put into place.

TABLE 5: REQUIREMENTS AND SAFEGUARDS

The players should be able to demonstrate their 
ability to perform their roles and properly manage the 
operations of the tested innovation.

The players’ commitment, and clear demonstration that 
consumer rights will always be protected throughout 
the testing and afterwards. 

Maximum number of customers in the sandbox test.

A detailed framework on the reporting of the test 
progression, consumer status, interim results, amongst 
other things.

REQUIREMENTS AND SAFEGUARDS 

Fit and proper requirements 

Consumer protection 

Quantitative limits 

Reporting requirements 
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2.4 OPERATIONALIZING  
THE REGULATORY SANDBOX 
Once the conceptualization of the regulatory sandbox is complete, the regulator is now ready to implement and 
operationalize the sandbox from the application process through to exit/product launch. The duration of each 
stage is decided by the regulator informed by the regulator’s capacity and availability of resources. The following 
chart depicts the different stages of the operations of the regulatory sandbox. 

FIGURE 7: REGULATORY SANDBOX PROCESS CHART25 

APPLICATION STAGE  

The regulator, depending on its capacity, resourcing, 
and capabilities, will adopt one of two models for how 
it receives applications. The two models are: 

•   Cohorts:  The regulator runs an application window 
periodically. The number of cohorts in a year is 
decided by the regulator and determined by the 
regulator’s capacity and resourcing. The regulator 
can also make use of the ‘Invitation to Apply’ 
approach, where invitations are issued periodically. 

•   Rolling: The regulator does not have a particular 
application window, but rather applications are 
accepted throughout the year and applicants are 
welcome to submit applications at any time in the 
year. 

The application forms are intended to play two 
significant roles in maintaining consistency in 
the regulatory sandbox application process. The 
application form supports the regulator in determining 
whether the innovation qualifies to be considered 
to participate in the sandbox, it further serves as the 
participants’ commitment to the sandbox parameters. 
Every application is to be evaluated against the 
regulatory sandbox’s objectives and eligibility criteria 
as defined in the founding document. 

The regulator should additionally publish a guidelines 
document for the applicants to follow while filling the 
application form. These guidelines should provide 
examples of the positive and negative indicators of 
each section of the form. 

25  Source: Guide for Implementing Regulatory Sandboxes for Innovative Finance: https://www.euneighbours.eu/sites/default/files/publications/2020-12/MED%20
MSMEs%20Programme%20-%20Regulatory%20Sandbox%20Guide%20-%20Nov.%202020.pdf

• Applicants submit a proposal
• Cohorts
• Rolling

APPLICATION 
STAGE

•  Evaluation according to the 
eligibility criteria

•  Potential interviews with 
applicants

•  More information might be 
requested

•  Preparations & negotiations
• Testing
•  Monitoring, coaching and 

advice
• Reporting and compliance
• Testing extended

•  EXIT the regulatory sandbox
• Apply for required licensing
•  Product / service is being 

implemented at a broader 
scale

EVALUATION 
STAGE

PREPARATION, 
TESTING & 

MONITORING

EXIT &  
PRODUCT  
LAUNCH

Sandbox failed / rejectedApplication is rejected

https://www.euneighbours.eu/sites/default/files/publications/2020-12/MED%20MSMEs%20Programme%20-%20Regulatory%20Sandbox%20Guide%20-%20Nov.%202020.pdf
https://www.euneighbours.eu/sites/default/files/publications/2020-12/MED%20MSMEs%20Programme%20-%20Regulatory%20Sandbox%20Guide%20-%20Nov.%202020.pdf


28    A proposed regulatory sandbox framework for Africa: Part Two: Regulatory Sandbox Toolkit 

In general, the application form will have the following key sections: 

TABLE 6: THE APPLICATION FORM

EVALUATION STAGE  

The regulator will typically establish an evaluation 
committee to assess all submitted applications. The 
committee should review the applications against the 
pre-defined eligibility criteria. The scores and weights 
of each criterion will be set by the regulator and 
published in the application guiding document. 

During the evaluation process, the committee has the 
right to call the applicant for presentation/interview 
to further discuss the innovation, its business model, 
and product offerings, to better understand the need 
for ‘sandboxing’. At the discretion of the regulator, the 
applicant may be allowed to review and modify the 
application and resubmit. 

It is important that the evaluation and approval 
process be time bound, and that this is adequately 
communicated in the guiding document. This will 
ensure that the regulator has sufficient capacity 
and is well resourced to deal with the complexities 
of various innovations. Generally, applicants can 
be informed about the regulator’s decision within 
twenty-one (21) days of the submission. Similarly, after 

approval, the applicants will also have twenty-one 
(21) days to start testing the innovation. The regulator 
must align with existing regulations and legislation 
on timeframes and the technicalities of the duration, 
such as working days or calendar days. 

The regulator should have an independent tribunal 
or appeals board where applicants to the sandbox 
may appeal the outcome of their applications should 
they not be favourable. Following the outcome of the 
application, the applicant may appeal an unfavourable 
decision with the Tribunal / Appeals Board and the 
outcome of this appeal must be delivered to the 
applicant in 21 days from the day of appeal.

PREPARATION STAGE

Preparation 
Once the applicant has successfully passed 
evaluation and been approved for testing, the 
applicant now becomes a ‘participant’ or ‘player’ in 
the regulatory sandbox. Prior to the commencement 
of testing, the regulator and the player will work 
together and co-create the sandbox plan that should 
cover the topics shown in Figure 8.

KEY ELEMENT

Introduction 

About the applicant/
applicant details 

About the innovation 

Testing plan 

RATIONALE

The regulator will provide a general description about the main 
objectives of the sandbox, target audience, and general rules for 
applying to participate in the sandbox.

The applicant is required to submit information about themselves, name 
of the business, location, contact information. In addition, the applicant 
is required to provide information if the business of the applicant is active 
in the country of residence or in another country. Collaboration with any 
other business is also to be mentioned in this section of the application. 

This is the most important section of the application form, as the 
evaluation by the eligibility criteria is largely based on this section. 
The applicant is required to describe how the proposed innovation 
is considered genuine, with consumer benefit, ready to be used, and 
requires the support and services provided by the regulatory sandbox. 

In this section the applicant is to explain the details and the main 
elements and parameters of the testing plan, including, but not limited 
to, the cases to be tested, the main objectives, and key success and 
failure indicators. This section should clearly articulate the KPIs, testing 
timeline, milestones, consumer benefit, safeguards and exit plan. 
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FIGURE 8: SANDBOX PLAN FRAMEWORK 

Sandbox agreement 
A sandbox agreement between the regulator and the players is critical for governing the relationship between 
both parties. Below we provide a contractual arrangement checklist that can be used by the relevant parties.

TABLE 7: SANDBOX AGREEMENT CHECKLIST

SANDBOX AGREEMENT CHECKLIST

Scope of the regulatory sandbox 

Roles and responsibilities of each party

Sandbox plan and exit plan 

Terms of the sandbox (testing termination, revoking approvals, discontinuing of testing etc.) 

Intellectual property rights 

Confidentiality 

Communication and disclosure of information to third parties 

Privacy and data protection 

Conflict of interest 

Dispute resolution 

General terms and conditions

Determine the 
frequency of 

submission of interim 
reports 

Identify areas for 
further action and 
engagement by 

stakeholders

Set the  
testing duration 

Identify success and 
failure measurement of 

innovation

Identify required 
waived compliance 

checks 

Provide a transition 
plan for full 
deployment 

Identifying testing 
parameters

Agree on measures for 
safeguards

Provide an  
exit strategy 



30    A proposed regulatory sandbox framework for Africa: Part Two: Regulatory Sandbox Toolkit 

TESTING AND MONITORING STAGE 

During this stage, the regulator upholds the 
parameters of the agreement by ensuring that the 
player only tests the innovation according to the 
agreement. As per the agreement and sandbox 
plan, the regulator in collaboration with the relevant 
stakeholders will provide direct supervision and 
mentorship to the regulatory sandbox participants. 
Ideally, each participant will have an assigned officer 
to ensure that appropriate safeguards are being 
implemented and there is no breach in any of the pre-
agreed parameters. 

The dedication of an assigned officer ensures that 
the regulator can provide guidance and oversight 
as the testing continues. It also means that there 

is continuous monitoring which would allow for 
corrective actions, solutions, and interventions in a 
timely manner. The officer may also identify required 
waivers that were not pre-conceived in the sandbox 
plan or agreement. 

REPORTING AND APPROVALS 

As part of the sandbox plan and the agreement, the 
sandbox participants are required to submit interim 
and final reports to the regulator. This is in line with the 
objectives which will assist the regulator in identifying 
required interventions and support for the sector. The 
interim and final reports shall cover the information 
shown in Figure 9 below.

FIGURE 9: REPORTING TO THE REGULATOR

INTERIM REPORTS

The sandbox agreement shall set the frequency of 
the interim reports, and this will be determined by the 
testing duration, complexity of the innovation, and 
risks associated with the test.  Interim reports are to 
include the following information: 

• Key performance indicators, key milestones, 
statistical data; 

• Key issues arising as observed during the testing 
period; 

• Action required to address the issues; 

• Required intervention and waivers by the regulator. 

FINAL REPORTS

As part of the sandbox agreement, sandbox 
participants are obliged to submit a final report to 
the regulator detailing all findings, test results and 
challenges. This report will assist the regulator in 
improving the regulatory landscape to accommodate 
similar innovative products in the future. A successful 
test will produce: 

• Main outcomes of the test, KPIs, comparative 
outcome analysis;

• Customer feedback, complaints, concerns, and 
challenges during the testing period. Measures 
taken to overcome the challenges;

DISPUTE RESOLUTION

•  Frequency and nature 
of incidents/complaints 

•  Incident/complaint 
resolution mechanism 

OPERATIONAL ASPECTS 

•  Operational issues/
challenges 

•  Corrective actions 

 

BUSINESS ASPECTS 

•  Active users & frequency 
of use

•  Qualitative factors 
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• A detailed description about the technology and 
network limitations, consumer protection and risk 
management frameworks; 

• A summary of recommendations and findings to 
the regulator about the testing experience. 

A failed test
In the case of a failed test, the learnings can be 
very important to the regulator. The report for such 
instances should include the following additional 
information, over and above the points mentioned 
above: 

• Lessons learnt from the test;

• Reasons for failure and how these failures were 
addressed / determined; 

• Customer feedback and response to the 
innovation.

Revoking approval and discontinuing testing 
The regulator reserves the right to revoke approvals to 
participate in the sandbox at its reasonable discretion, 
and subject to providing sufficient reasons to the 
relevant participant(s) for revocation, should the 
testing violate certain measures that may be pre-set 
or identified by the regulator during the testing period. 
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2.5 RISKS AND CONSIDERATIONS  

The implementation of a regulatory sandbox 
inherently has some limitations and risks associated 
with it, all of which could result in adverse 
consequences for the consumer. As the regulator’s 
primary mandate is generally to protect the consumer, 
these risks need to be mapped and mitigated as 
far as possible. These risks need to be identified 
and borne by the regulator, as well as the sandbox 
players. Therefore, these risks need to be constantly 
monitored and considered from conceptualization, 
operationalization, and finally at reporting and exiting 
the sandbox. 

Below are some of the risks that the regulator may 
encounter while implementing the regulatory 
sandbox.

REGULATOR’S CAPACITY

• Limited human capital to run and manage the 
operations of the regulatory sandbox efficiently 
and effectively.

• Poor selection of sandbox participants due to 
limited technical capacity of the regulator to 
assess the technology underlying the innovation.

• Limited authority possessed by the regulator to 
conduct and perform required regulatory reforms. 

The regulator should have the full authority 
to make or advocate for regulatory reforms. 
Furthermore, the regulatory sandbox should be 
operated by a skilled and dedicated team that 
will run and manage its operations.

UNFAIRNESS AND NEGATIVE PUBLIC 
PERCEPTIONS

• Participants of the sandbox enjoy some regulatory 
and compliance relief for certain aspects of 
compliance due to the waivers and relaxed 
conditions of the sandbox. As compliance can 
be costly for licensees, this is a strong incentive 
to participate in a sandbox. But there needs 
to be a balance struck by the regulator in this 

regard. The regulator needs to ensure that there 
is no perception of unfairness from those not 
participating in the sandbox. 

• The sandbox participants receive guidance and 
advice from other stakeholders that will advance 
their innovation. This could potentially create the 
perception of anti-competitive practices where 
the regulator enhances the market potential of 
one player to the exclusion of those who do not 
participate in the sandbox. 

To address any negative public perceptions, the 
regulator should enhance transparency around 
the following key areas:

1.  Sandbox objectives,

2.  Eligibility criteria, 

3.   Awareness and promotion about the sandbox 
operations, and

4.   The separation of functions within the 
regulator to demonstrate an impression 
of objectivity in market and competition 
sensitive innovations. 

REPUTATIONAL RISKS

• Restrictive or outdated regulatory regimes may 
thwart the level of innovation and participation 
in the sandbox. This will result in the regulator not 
assessing the applications appropriately, and 
thus rejecting more applications or not approving 
the right kind of innovation to realize the growth 
envisioned. 

• Another risk arises with liability on the regulator’s 
part in the case that failed tests result in harm 
to customers and other market participants. This 
could be perceived as poor supervision by the 
regulator which might threaten the regulator’s 
reputation and customer trust in the sector. 
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2.6 EXITING THE REGULATORY SANDBOX

To exit the regulatory sandbox, a participant has three options: early termination, scheduled termination, or 
an extension. These options can be accessed whether the sandbox test is deemed successful or not. In the 
event the sandbox test is successful, this does not mean that the participants’ product or service is immediately 
allowed into the market. A product/service may be allowed into the market after the regulator has compared 
it to its mandate and if the product/service is market worthy. Figure 10 below indicates all possible scenarios 
regulators can use to determine the market readiness of a product/service.

FIGURE 10: EXITING A SANDBOX (ALL POSSIBLE SCENARIOS)26

26  Source: Jeník, I. & Duff, S. 2020. How To Build A Regulatory Sandbox: A Practical Guide for Policy Makers: https://www.cgap.org/sites/default/files/publications/2020_09_
Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf. Date of Access: 5 Dec. 2021

Start test
Discontinued test

Failed test

Successful test

Re-apply

Cease & Desist

Other Form of 
Approval
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Change
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/ Participants 

decision

Innovation 
deemed unfit for 

the moment

Re-application for 
sandbox test after 

necessary changes

Innovation is not 
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under the authority 
of another regulator

https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
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EARLY TERMINATION

Reasons for early termination are highlighted in Table 8 below27.

27  Didenko, A. 2019. Exit From A Sandbox And Next Steps: https://events.development.asia/system/files/materials/2019/04/201904-exit-sandbox-and-next-steps.pdf  
Date of Access: 5 Dec. 2021.

28  Ibid

TABLE 8: REASONS FOR TERMINATION

SCHEDULED EXIT

This is an automatic process upon reaching the maximum duration within the sandbox and is the ideal scenario 
for most participants. Further criterion can be attributed to the fulfilment of any outstanding obligations to 
customers. At this stage, the participant will submit the final report to the regulator. The regulator reviews the 
report and decides whether to approve the deployment of the new solution. Then, finally, the participant decides 
whether to launch the new solution28.

VOLUNTARY

Can be subject to a notice period. 

Can be due to the need for the 
participant to fulfil any outstanding 
obligations to customers. 

Going into liquidation.

 

REGULATORY

Submitting false, misleading, or 
inaccurate information. 

The participant fails to comply with 
the agreed schedule or process. 

Failure to carry out the agreed 
safeguards.

Breach of data security or 
confidentiality requirements.

Doing business in a manner 
detrimental to customers or the 
public at large.

For any lawful and justifiable reason 
determined by the regulator.

ADDITIONAL

Opportunity for the firm to be heard. 

A flaw has been discovered whereby 
the risks posed to customers 
outweigh the benefits under 
experimentation, and the sandbox 
entity acknowledges that the flaw 
cannot be resolved within the 
duration of the sandbox.

https://events.development.asia/system/files/materials/2019/04/201904-exit-sandbox-and-next-steps.pdf
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29  Source: Jeník, I. & Duff, S. 2020. How To Build A Regulatory Sandbox: A Practical Guide for Policy Makers: https://www.cgap.org/sites/default/files/publications/2020_09_
Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf. Date of Access: 5 Dec. 2021

30  Didenko, A. 2019. Exit From A Sandbox And Next Steps: https://events.development.asia/system/files/materials/2019/04/201904-exit-sandbox-and-next-steps.pdf  
Date of Access: 5 Dec. 2021.

TABLE 9: REGULATORY SANDBOX OPTIONS IN THE CASE OF A SUCCESSFUL TEST29

EXTENSION

Before the termination date of the sandbox, the participant could apply for an extension based on a justifiable 
reason. However, it Is not always an available option.  An extension should be issued on a case-by-case basis, 
based on the request of the sandbox entity. The extension can be restricted in length or be indefinite30.

License

Other Formal Approval

Regulatory Change

 

DESCRIPTION

The sandbox participant can roll 
out the innovation in the market 
in compliance with regulatory 
requirements.

The sandbox participant can roll 
out the innovation in the market 
in compliance with regulatory 
requirements subject to exemptions 
and/or waivers granted. This 
also may include a mandatory 
partnership with a licensed 
institution.

The tested solution fails under the 
regulator’s mandate and cannot be 
permitted without changes in the 
legal and regulatory framework. 

EXAMPLE

A successful sandbox participant 
will be licensed under a licensing 
regime that is already in place.

A successful participant can be 
granted temporary operations 
until an appropriate regulation is 
adopted.

A sandbox framework can allow 
testing for up to 3 years, which 
should provide enough time for 
regulatory changes should they be 
needed.

https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
https://events.development.asia/system/files/materials/2019/04/201904-exit-sandbox-and-next-steps.pdf
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2.7 CONCLUSION 

Several regulators today recognize the value of 
regulatory sandboxes in offering a structured 
context for experimentation and testing of innovative 
technologies, products, services and/or approaches 
to addressing real world problems. To be successful, 
regulators must be aware of the associated risks 
related to the deployment of new technologies and 
mitigate them accordingly. There is also a reputational 
risk in running sandboxes, as well as a risk of harm 
to the consumer. It is imperative that a regulatory 
sandbox framework provides a level of certainty for 
the operationalization of the sandbox and sets out 
the appropriate safeguards that will be critical for the 
technology providers, regulators, and end-users. 

Regulatory sandboxes, if successful, should be 
designed to run multiple ‘cohorts’ and engage 
a wide range of innovators. Ultimately, objectivity, 
transparency and consumer protection will form 
the fundamental principles for a successful and 
sustainable regulatory sandbox process. Regulators 
can employ the use of robust contractual 
arrangements to address this, and continually 
evolve to create accountability among all players 
of the sandbox and protect the consumer. The 
above provides a detailed and well considered 
approach to developing and operationalizing a 
regulatory sandbox which can be tailored and 
implemented across different sectors, to address 
a range of challenges aligned with the regulator’s 
objectives, and the national strategies of the 
country. The framework also highlights some of the 
operational challenges that would typically arise in 
the implementation of a regulatory sandbox, and how 
these can be adequately addressed. 
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